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DIGITALITZACIO

PASSAT AVUI

B Connectivitat basica B Connectat a la xarxa mobil B Sempre connectat (5G)

B Unitat principal, aire condicionat, B Unitat principal avangada, quadre B Gran quantitat de sensors (vehicle
clau amb comandament a digital, wifi, Bluetooth, GPS, TPMS completament autonom),...
distancia, algavidres,... (Tire-pressure monitoring System),... m >100 ECUTCU / 100-200M LoC

m 20-30 ECU / <10M LoC m 50-80 ECU/TCU / <100M LoC

775 M de vehicles connectats circularan per la carretera el 2023

1 M de vehicles autonoms en previsio de vendes fins el 2025
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e TAT ECU: Electronic Control Unit
TCU: Telematics Control Unit
LoC: Lines of Code
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https://securityboulevard.com/2022/08/auto-industry-at-higher-risk-of-cyberattacks-in-2023/
https://www.itsecuritynews.info/automotive-cybersecurity-market-to-reach-5-1-billion-by-2027/
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* Percentatges sobre un recull de més de 900 incidents 2
cibernétics publicats entre 2010 i 2020
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https://www.securitymagazine.com/articles/97932-automotive-industry-races-against-cybersecurity-threats
https://info.upstream.auto/hubfs/Security_Report/Security_Report_2022/Upstream_Security-Global_Automotive_Cybersecurity_Report_2022.pdf
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Top incidents in 2021:

A hacker exploited

a vulnerability in a

major European Tier-1
infotainment system that
was deployed in an Asian
OEM's vehicle. This was
achieved by plugging in a
USE device, then executing
the exploitation to gain
root shell access to the
system.®

An Asian OEM's American
business arm experienced
a ransomware attack by
the DoppelPaymer gang,
who demanded 520
million in exchange for a
decryptor and not leaking
stolen data.*

A North American
insurance agency with
some 17 million vehicle
policyholders, experienced
a data breach that
compromised drivers
license |D numbers in
early 20213
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Hackers exploited a feature
in modern vehicles' ECUs,
and managed for the first
time to misuse it and
remotely attack other ECUs.
The hackers managed to
attack and shutdown the
powertrain ECU and power
steering ECU in to vehicles =

A data breach hit two
European OEMs, impacting
maore than 3.3 million
customers and prospective
buyers in Morth America.*

o

Mumerous vulnerabilities
discovered in a European
manufacturer's
infotainment system, which
could be exploited to take
control of multiple in-cabin
functions . *

A2

The doors of a

Morth American EV
manufacturer's vehicle
were hacked using a drone
carrying a Wi-Fi dongle,
exposing thevulnerabilities
these vehicles have

to wireless adjacent
attacks.™

@

Hacking the CAN bus of a
European OEM's vehicle,

a hacker was able to
wirelessly transmit vehicle
data to a third party device *

An Asian EV OEM was
investigated by the Chinese
law enforcement due to
claims that car data was
tampered with following a
fatal collision.*

Hackers exposed multiple
vulnerabilities in the
operating system used by
major agriculture OEMs,
allowing black-hat actors
to remotely manipulate
machinery, even taking
them out of service.*

Researchers found
vulnerabilities affecting
devices or properties
embedded in or used for
connected cars, chargers,
in-vehicle infotainment
(V1) systems, and digital
remotes with car chargers
were at risk, including
vehicle-to-grid (V2G)
systems in Europe.*®
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